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Introduction

So much to do, so little time and resources

To say that today’s threat landscape is challenging would be a massive understatement. Cybercriminals continue to 
WYGGIWWJYPP]�MRƼPXVEXI�SVKERM^EXMSRWƅ�HIJIRWIW�EGVSWW�XLI�I\TERHMRK�EXXEGO�WYVJEGI�SJ�XVEHMXMSREP�MRJVEWXVYGXYVI��GPSYH��QSFMPI��
and IoT devices. 

;LMPI�MXƅW�HMƾGYPX�IRSYKL�XS�OIIT�TEGI�[MXL�VETMHP]�IZSPZMRK�XLVIEXW�XS�TVSXIGX�E�H]REQMG��TIVMQIXIV�PIWW�IRZMVSRQIRX��WIGYVMX]�
XIEQW�XSHE]�JEGI�RYQIVSYW�STIVEXMSREP�GLEPPIRKIW�XLEX�OIIT�XLIQ�JVSQ�FIMRK�EW�IJJIGXMZI��EGGYVEXI��ERH�VIWTSRWMZI�EW�XLI]�
RIIH�XS�FI��MRGPYHMRK��

• Disparate tools: While there is certainly no lack  
of good security tools on the market, they don’t all 
integrate with other tools or systems to centralize  
and share relevant, contextual data and alerts.

• Too much data: These individual technologies, 
SVMKMREPP]�TYVGLEWIH�XS�QIIX�E�ZIV]�WTIGMƼG�RIIH�� 
now compete for the security team’s time and  
attention, each outputting hundreds or even  
thousands of individual alerts per day. 

• Manual, repetitive tasks: Searching through logs, 
creating help desk tickets, and organizing data via 
spreadsheets are examples of the time-consuming, 
manual tasks that burden security teams as they 
attempt to manage an ever-increasing workload. 

• Talent shortage: The security workforce talent 
KETŻƂŻ[LMGL�QEOIW�MX�HMƾGYPX�XS�LMVI�ERH�VIXEMR�WOMPPIH�
WXEJJŻƂŻI\EGIVFEXIW�XLI�EFSZI�STIVEXMSREP�GLEPPIRKIW��
In fact, eight out of 10 organizations report they are 
impacted by the security talent shortfall.1

1 “2018 ']FIVXLVIEX�(IJIRWI�6ITSVX�Ɖ�']FIV)HKI�+VSYT�������

*SV�EPP�XLIWI�VIEWSRW��SRI�SJ�XLI�JEWXIWX�KVS[MRK�WIGYVMX]�
trends right now is the adoption of security orchestration 
ERH�EYXSQEXMSR�WSPYXMSRW�XS�LIPT�XIEQW�EGGSQTPMWL�QSVI��
EX�E�JEWXIV�TEGI��ERH�[MXL�KVIEXIV�EGGYVEG]��%W�WIGYVMX]�
teams and the automation solutions to support them 
QEXYVI��XLI�UYIWXMSR�MW�RS�PSRKIV�[LIXLIV�SVKERM^EXMSRW�
WLSYPH�EYXSQEXI�EX�EPP��FYX�[LIR�ERH�LS[�QYGL��

8LMW�KYMHI�I\TPEMRW�[L]�WIGYVMX]�SVGLIWXVEXMSR�ERH�
automation are becoming increasingly essential tools to 
MQTVSZI�EKMPMX]��VIWTSRWMZIRIWW��EGGYVEG]��ERH�IƾGMIRG]��
You’ll also learn which use cases lend themselves easily 
to automation and the fundamental criteria you should 
consider when choosing a security orchestration and 
automation solution.   
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7IGYVMX]�TVSGIWWIW�ERH�TPE]FSSOW�SJXIR�MRGPYHI�E�PIRKXL]�PMWX�SJ�QERYEP�XEWOW��QER]�SJ�[LMGL�VIUYMVI�KSMRK�JVSQ�W]WXIQ� 
XS�W]WXIQ�XS�KEXLIV��GSPPEXI��ERH�EREP]^I�HEXE�ERH�XLIR�EGX�SR�XLEX�KEXLIVIH�MRXIPPMKIRGI��)EGL�TVSGIWW�GER�XEOI�LSYVW� 
�MJ�RSX�HE]W�SV�[IIOW
�XS�GSQTPIXI��HITIRHMRK�SR�XLI�TEVXMGYPEV�EGXMZMX]�SV�XLVIEX��

8SHE]ƅW�WIGYVMX]�XIEQW�HSRƅX�LEZI�XLI�PY\YV]�SJ�XMQI�SV�YRPMQMXIH�VIWSYVGIW��2SV�GER�XLI]�EJJSVH�XS�QEOI�QMWXEOIW� 
because they are overwhelmed with data and alerts. 

7TIIH�ERH�EGGYVEG]�EVI�RS[�XLI�[EXGL[SVHW�JSV�G]FIVWIGYVMX]�XIEQW��ERH�MXƅW�I\EGXP]�[LEX�WIGYVMX]�SVGLIWXVEXMSR�ERH�
EYXSQEXMSR�GER�TVSZMHI��8LEXƅW�FIGEYWI�QEGLMRIW�LEZI�RIEV�YRPMQMXIH�WGEPEFMPMX]�ERH�EVI�GETEFPI�SJ�UYMGOP]�ERH�EGGYVEXIP]�
LERHPMRK�QEWWMZI�UYERXMXMIW�SJ�HEXE�MR�E�JVEGXMSR�SJ�XLI�XMQI�MX�[SYPH�XEOI�E�LYQER�XS�KEXLIV�ERH�EREP]^I�MX��8LMW�VIQSZIW� 
QYGL�SJ�XLI�QERYEP�IJJSVX��WS�]SYV�XIEQ�GER�JSGYW�SR�FMKKIV�XLVIEXW�ERH�QSVI�TVSEGXMZI�WIGYVMX]�QIEWYVIW�

01 Security Orchestration  
and Automation to the Rescue

AUTOMATION IS… AUTOMATION IS NOT…

8LI�EFMPMX]�XS�TIVJSVQ�WIGYVMX]�STIVEXMSRW�XEWOWƂKEXLIVMRK�
and enriching data, analysis, vulnerability assessments, 
HITVSZMWMSRMRK�YWIVW��ERH�QYGL�QSVIƂ[MXLSYX�XLI�RIIH� 
for human intervention. 

A replacement for humans on your security team, or an entirely 
hands-off approach to completing tasks. Instead, it allows you 
to do more with your existing staff and focus on the strategic 
questions, as opposed to routine, manual information gathering.

ORCHESTRATION IS… ORCHESTRATION IS NOT…

A method of chaining tasks together to create larger processes 
ERH�[SVOƽS[W�XLEX�WTER�XSSP�WIXW��-XƅW�XLI�GSRRIGXIH�PE]IV�XLEX�
streamlines security processes and powers automation at scale 
to accelerate responses and save valuable time and resources.

A replacement for existing security processes or tools.  
Instead, it orchestrates the integration of tools and automates 
XLI�I\IGYXMSR�SJ�GIVXEMR�XEWOW�[MXLMR�[IPP�HIƼRIH�TVSGIWWIW��
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Orchestration and automation helps security teams do 
more by focusing on analysis and response instead of 
WTIRHMRK�I\SVFMXERX�EQSYRXW�SJ�XMQI�QERYEPP]�GSPPIGXMRK�
HEXE�ERH�TIVJSVQMRK�SXLIV�VITIXMXMZI��PS[IV�ZEPYI�XEWOW�� 
&YX�MXƅW�EPWS�RS[�LIPTMRK�G]FIVGVMQMREPW�[SVO�JEWXIV�ERH�
QSVI�IJJIGXMZIP]��XSS��-J�]SYƅVI�PSSOMRK�JSV�SRI�QSVI�VIEWSR�
XS�EYXSQEXI��MXƅW�XLMW��MX�QE]�WSSR�FI�XLI�SRP]�[E]�XS�OIIT�
up with cybercriminals as they automate more of their 
QEPMGMSYW�[SVOPSEH�ERH�EXXEGO�XEGXMGW��

Security orchestration and automation 
solutions deliver: 

Faster incident response times 

Measurable time and cost savings 

Increased accuracy across security operations 

The ability to do more with existing resources 

Fewer errors

Improved scalability

0SSOMRK�XS�HIZIPST�IƾGMIRX�WIGYVMX]� 
TVSGIWWIW��FYX�HSRƅX�ORS[�[LIVI�XS�WXEVX#� 
+IX�SYV�[LMXITETIV� “How to Create Security 

 Processes That Solve Practical Problems”.

Download the whitepaper now
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&IJSVI�]SY�PSSO�JSV�ER�SVGLIWXVEXMSR�ERH�EYXSQEXMSR�
WSPYXMSR��E�KSSH�TPEGI�XS�WXEVX�MW�HIƼRMRK�XLI�TEMR�TSMRXW�
]SYV�SVKERM^EXMSR�RIIHW�XS�WSPZI��'SRWMHIV�XLI�JSPPS[MRK��

• Does your security team get too many alerts  
to handle effectively and in a timely fashion?

• Is your team suffering from symptoms of burnout? 

• Do you have trouble hiring and/or retaining  
security talent?

• Does your team spend an inordinate amount  
of time gathering and analyzing information?   

• Is your mean time to respond to a threat  
getting worse?

2I\X��MXƅW�MQTSVXERX�XS�HIƼRI�]SYV�QSWX�GSQQSR�YWI�
GEWIW��*SV�I\EQTPI��WSQI�GSQTERMIW�[SYPH�WII�MQQIHMEXI�
FIRIƼXW�F]�EYXSQEXMRK�XLI�LERHPMRK�SJ�QEP[EVI�MRGMHIRXW�
FIGEYWI�MXƅW�XLI�FMKKIWX�TVSFPIQ�EVIE�JSV�XLIQ��[LIVIEW�
SXLIV�GSQTERMIW�[SYPH�FIRIƼX�F]�SVGLIWXVEXMRK�XLVIEX�
LYRXMRK�ERH�HEXE�IRVMGLQIRX�XEWOW�XS�FIXXIV�QEREKI�ER�
enormous and increasing volume of threats. 

Knowing which use cases you can solve for with 
SVGLIWXVEXMSR�ERH�EYXSQEXMSR�ERH�XLIR�TVMSVMXM^MRK�XLSWI�
that can bring immediate value will help you eliminate 
WSPYXMSRW�XLEX�GERƅX�UYMGOP]�WSPZI�]SYV�QSWX�TVIWWMRK�MWWYIW�

02 Your Business Case  
for Automation

COMMON AUTOMATION USE CASES

USE CASE CHALLENGES HOW AUTOMATION HELPS

Vulnerability 
assessment and 
management

;MXLMR�XLI�ƼVWX����HE]W�EJXIV�E�ZYPRIVEFMPMX]�
is discovered, the chances it will be exploited 
quickly rise. Your team must act swiftly to 
assess systems and remediate using the 
appropriate process.  

Orchestration and automation solutions can assist in 
patching serious vulnerabilities across large environments as 
WSSR�EW�E�Ƽ\�MW�VIPIEWIH��VETMHP]�GPSWMRK�XLI�[MRHS[�MR�[LMGL�
an adversary can sneak in.

Email phishing 
investigations

Phishing remains a top attack vector behind 
successful breaches. Yet investigating  
phishing emails involves time-consuming, 
manual tasks such as investigating and 
detonating attachments, checking URLs, 
and following up on suspicious requests for 
sensitive information.

Orchestration and automation solutions can execute tasks 
like these behind the scenes while your team works on the 
rest of the investigation and response, ensuring the situation 
MW�LERHPIH�IJJIGXMZIP]�ERH�IƾGMIRXP]�[LMPI�EGGIPIVEXMRK�
response time. You can also automate remediation steps  
JSV�[LIR�E�TLMWLMRK�IQEMP�MW�MHIRXMƼIH

Threat 
containment

;LIR�E�XLVIEX�MW�MHIRXMƼIH��GSRXEMRQIRX�
efforts such as quarantining a device must 
be immediate to prevent network egress and 
lateral movement to other devices. At the same 
time, user permissions may also need to be 
changed to stop a compromised account from 
executing malicious code, stealing data, or 
bringing down the site or application.   

Orchestration and automation solutions can easily and 
rapidly quarantine a device. You can automate disabling 
user accounts the moment a trigger event is detected, such 
as escalation of privileges to admin, or when malware is 
detected. You can also accelerate endpoint remediation by 
automatically monitoring and killing processes, as well as 
XVEGOMRK�ƼPI�TIVQMWWMSRW�ERH�GLERKIW�
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USE CASE CHALLENGES HOW AUTOMATION HELPS

Provisioning and 
deprovisioning 
users

While inarguably important to your 
company’s security posture, provisioning and 
deprovisioning accounts can be error-prone 
and time-consuming because they are typically 
manual tasks.

Orchestration and automation solutions that integrate with 
XLMVH�TEVX]�ZIRHSVW�PIX�]SY�WIX�YT�[SVOƽS[W�XS�XEOI�WTIGMƼG��
automatic actions on users and assets when triggered. You 
can quickly automate the addition or removal of users to keep 
systems and information within your organization secure and 
available to only the appropriate users.

Security alert 
enrichment

Many security teams face nonstop alerts, 
dealing with hundreds or thousands of false 
positives every day. Manually handling a data 
tsunami daily reduces your odds of being able 
to identify and respond to the ones that are 
actual threats.

Orchestration and automation solutions can help you 
accelerate detection by enriching the quality of the security 
alerts you receive and automatically weeding out many false 
positives, leaving your team with more time and greater 
context to tackle the actual threats. 

Compromised 
credentials 
containment

Managing employee permissions is an 
SRKSMRK�GLEPPIRKI�XLEX�GEVVMIW�WMKRMƼGERX�
risk, particularly for users with a variety of 
permissions across systems. In the event of a 
compromise, your team must respond rapidly to 
prevent data loss.  

With the right solution, you can automate the containment 
of compromised credentials to immediately protect systems 
and data within your organization when an incident occurs.

Privilege 
escalation 
investigations

Privilege escalations are often an early indicator 
of a threat or an attacker in your environment. 
When a user elevates privileges, it should be 
manually reviewed to ensure that this access is 
appropriate. However, data gathering is manual 
and time consuming, leading to potential errors.

You can automate investigations, from triage through 
response, to validate that a user is who they say they are and 
that the user should have escalated access. Automation can 
help you improve accuracy as well as response time, which is 
critical to detecting an attacker in your environment as early 
as possible.

Incident 
detection  
and response

Even the best teams need to maximize 
IƾGMIRG]�ERH�WTIIH�[LIR�HIXIGXMRK�ERH�
responding to security threats. Massive 
quantities of data and multiple, siloed systems 
result in additional work and manual, repetitive 
steps, slowing investigations and mitigation.

Use orchestration and automation to integrate with  
your existing response tools and cloud services to contain 
threats stemming from both assets and users, and automate 
case management with your IT team’s existing ticketing 
tools.

Threat hunting 

Threat hunting can be extremely time-
consuming and requires a high skill level to be 
QSWX�IJJIGXMZI��-XƅW�HMƾGYPX�JSV�XIEQW�XS�JVII�YT�
resources for extended periods of time to hunt. 

Automate threat hunting processes and enrichment to 
identify suspicious malware and domains, and other 
indicators, lowering the barrier to hunting and freeing up your 
team to tackle critical challenges.

Security team 
communications

Many security teams use communication tools 
such as Slack as a hub for tracking incident 
management. This streamlined communication 
lets teams know the moment an issue arises 
so that they can respond faster and work more 
collaboratively.

Orchestration brings together your tools, and automation 
IREFPIW�WIEQPIWW�[SVOƽS[W�FIX[IIR�XLIQ��%YXSQEXMSR�
can take the alerts that come in from your security tools and 
delegate tasks from Slack back to your tools, making data 
ƽS[�FM�HMVIGXMSREP��=SY�GER�XVMKKIV�[SVOƽS[W�[LIR�EPIVXW�EVI�
received to create new service or help desk tickets, kick off 
investigation and enrichment tasks, and more.
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Orchestration and automation solutions have evolved dramatically in just the past few years. While any solution you consider 
WLSYPH�SJJIV�XLI�GSVI�SVGLIWXVEXMSR�ERH�EYXSQEXMSR�GETEFMPMXMIW�RIIHIH�XS�WYTTSVX�]SYV�YWI�GEWIW��XLIVI�EVI�MQTSVXERX�
HMJJIVIRGIW�EQSRK�WSPYXMSRW�ERH�ZIRHSVW�XLEX�GER�WMKRMƼGERXP]�MQTEGX�]SYV�SYXGSQIW��

8LI�JSPPS[MRK�IMKLX�GVMXIVME�GER�LIPT�]SY�REVVS[�XLI�ƼIPH�ERH�JSGYW�SR�XLI�WSPYXMSRW�XLEX�[MPP�HIPMZIV�XLI�QSWX�ZEPYI�MR�XLI� 
IEWMIWX�ERH�UYMGOIWX�[E]�TSWWMFPI��[LMPI�HIPMZIVMRK�XLI�ƽI\MFMPMX]�ERH�MRRSZEXMSR�]SY�RIIH�XS�IJJIGXMZIP]�LERHPI�JYXYVI�GLERKIW� 
to your security tools and the threat landscape.

03
Eight Criteria for  
Evaluating Orchestration  
and Automation Solutions

LITTLE TO NO CODING REQUIRED 
(IWTMXI�MXW�TVSZIR�FIRIƼXW��QER]�GSQTERMIW� 

LEZI�LIWMXEXIH�XS�XEOI�EHZERXEKI�SJ�WIGYVMX]�EYXSQEXMSR��
;L]#�%�TVMQEV]�VIEWSR�LEW�FIIR�XLI�WMKRMƼGERX�WOMPPW�
ERH�VIWSYVGIW�VIUYMVIH�XS�[VMXI��ERH�QEMRXEMR
�XLI�GSHI�
RIIHIH�XS�GVIEXI�ERH�EYXSQEXI�[SVOƽS[W��8SHE]��XLI�XST�
SVGLIWXVEXMSR�ERH�EYXSQEXMSR�WSPYXMSRW�VIUYMVI�PMXXPI�XS�RS�
GSHMRK��EPPS[MRK�]SYV�XIEQ�XS�FIKMR�YWMRK�XLIQ�UYMGOP]��
without a major investment in coding efforts.

LOOK FOR a solution that lets you do both. It should come 
[MXL�E�VSFYWX�WIX�SJ�TVI�FYMPX�[SVOƽS[W�JSV�GSQQSR� 
YWI�GEWIW��IREFPMRK�]SY�XS�IEWMP]�GSRRIGX�]SYV�XIGLRSPSK]�
WXEGO�ERH�EYXSQEXI�EGVSWW�]SYV�WIGYVMX]�ERH�-8�TVSGIWWIW��
=SY�WLSYPH�EPWS�FI�EFPI�XS�GVIEXI�]SYV�S[R�[SVOƽS[W�SV�
GYWXSQM^I�TVI�FYMPX�SRIW�[MXLSYX�LEZMRK�XS�GSHI��,S[IZIV��
MR�XLI�IZIRX�]SY�RIIH�JYVXLIV�GYWXSQM^EXMSR��XLI�WSPYXMSR�
WLSYPH�EPWS�SJJIV�XLI�EFMPMX]�XS�[SVO�HMVIGXP]�MR�XLI� 
code as well.

EASY INTEGRATION WITH  
YOUR TECHNOLOGY STACK

&I�WYVI�XLI�WSPYXMSR�]SY�GLSSWI�LEW�XLI�VMKLX�XLMVH�TEVX]�
MRXIKVEXMSRW�ERH�TPYKMRW�JSV�]SYV�WTIGMƼG�YWI�GEWIW� 
�XLEXƅW�[L]�MXƅW�MQTSVXERX�XS�HIƼRI�[LEX�XLI]�EVI�FIJSVI�
IZEPYEXMRK�STXMSRW
�ERH�XIGLRSPSK]�WXEGO��;MXLSYX�ER�IEW]�
[E]�XS�MRXIKVEXI��]SY�VMWO�EHHMRK�]IX�ERSXLIV�WMPS�XS�]SYV�
security toolset instead of a way to orchestrate actions 
across all of your tools.

LOOK FOR a solution that offers a robust library of 
MRXIKVEXMSRW��TPYKMRW��ERH�[SVOƽS[W�XLEX�WYTTSVXW�]SYV�
current environment andgives you a path to the future  
EW�[IPP��EW�]SY�YTKVEHI�SV�W[ET�SYX�ZEVMSYW�XSSPW�MR� 
]SYV�WXEGO�

EXTENSIBILITY 
What if a new tool comes out or you want to use 

E�XSSP�MR�E�HMJJIVIRX�[E]#�1ER]�WSPYXMSRW�SR�XLI�QEVOIX�
VIUYMVI�TEMH�TVSJIWWMSREP�WIVZMGIW�SV�IRKMRIIVMRK�[SVO�XS�
FYMPH�WYTTSVX�JSV�RI[�MRXIKVEXMSRW��%WO�XLI�ZIRHSVW�]SY�EVI�
evaluating how easy it will be for you and your team to add 
new integrations or use cases. 

LOOK FOR�E�WSJX[EVI�EW�E�WIVZMGI�WSPYXMSR�XS�IPMQMREXI�XLI�
need to deploy and maintain software and the supporting 
MRJVEWXVYGXYVI�SR�TVIQMWIW��-R�EHHMXMSR��E�WSPYXMSR�[MXL�
TVI�FYMPX�[SVOƽS[W�ERH�MRXIKVEXMSRW�EGGIPIVEXIW�XMQI�XS�
value as you don’t have to wait for custom coding to happen 
FIJSVI�]SY�WXEVX�WIIMRK�FIRIƼXW�

RAPID TIME-TO-VALUE 
When evaluating orchestration and automation 

WSPYXMSRW��MXƅW�MQTSVXERX�XS�YRHIVWXERH�LS[�PSRK�MX�[MPP�
XEOI�]SYV�XIEQ�XS�GSQTPIXIP]�HITPS]�XLI�WSPYXMSR�ERH�
FIKMR�WIIMRK�FIRIƼXW��'SRWMHIV�XLI�XMQI�ERH�MRZIWXQIRX�
in both human and infrastructure resources. Are there any 
EHHMXMSREP�WXITW�SV�GSWXW�VIUYMVIH�XS�KIX�XLI�RI[�WSPYXMSR�YT�
ERH�VYRRMRK#��

LOOK FOR�E�WSJX[EVI�EW�E�WIVZMGI�WSPYXMSR�XS�IPMQMREXI�XLI�
need to deploy and maintain software and the supporting 
MRJVEWXVYGXYVI�SR�TVIQMWIW��-R�EHHMXMSR��E�WSPYXMSR�[MXL�
TVI�FYMPX�[SVOƽS[W�ERH�MRXIKVEXMSRW�EGGIPIVEXIW�XMQI�XS�
value as you don’t have to wait for custom coding to happen 
FIJSVI�]SY�WXEVX�WIIMRK�FIRIƼXW��

ɰ

ҍ

Ҏ

ҏ



Security  Orchestration  and Automation Solutions 9

Should you build your own solution instead? 

(S�]SY�LEZI�XLI�VIWSYVGIW�MRXIVREPP]�XS�[VMXI��XIWX��ERH�QEMRXEMR�GYWXSQ�GSHI#�-J�WS��]SY�QE]�FI�EFPI�XS�GVIEXI�E�GYWXSQ�
EYXSQEXMSR�WSPYXMSR�MR�LSYWI�SV�[MXL�XLI�LIPT�SJ�GSRWYPXERXW��&IJSVI�]SY�HIGMHI��GSRWMHIV�XLI�JSPPS[MRK��

• Scope: Are you orchestrating and automating one simple process or an entire system? How long are you  
willing to wait for the automation to be ready to use? 

• Resources: How many programmers will you need? Will you need to hire consultants? 

• )RZMVSRQIRX��,S[�QER]�XSSPW�HS�]SY�LEZI#�(S�XLIWI�XSSPW�LEZI�ƽI\MFPI�%4-W#�;LEX�PERKYEKIW�HS�XLI]�YWI#� 
Which automation languages playnicely with your current tools?

• Budget: Based on scope, resources, and environment, what will the total cost of your project be to your organization?

• Maintenance: What will it cost to maintain the automation when new processes or tools are introduced  
or when scalability becomes a concern?

HUMAN DECISION POINTS
While orchestration and automation can handle  

QER]�SJ�XLI�XEWOW�[MXLMR�]SYV�WIGYVMX]�[SVOƽS[W��MXƅW�
MQTSVXERX�XS�FI�EFPI�XS�HIƼRI�ERH�IREFPI�XEWOW�[MXLMR�
EYXSQEXIH�[SVOƽS[W�XLEX�VIUYMVI�I\TIVX�LYQER�MRWMKLX��
WYGL�EW�HVE[MRK�GSRGPYWMSRW�ERH�QEOMRK�VEXMSREP�
judgement calls. 

LOOK FOR a solution that gives you the ability to add 
human decision points anywhere in the automation 
[SVOƽS[��[LMGL�IQTS[IVW�]SYV�XIEQ�XS�TVSZMHI�I\TIVX�
insight when responding to critical security threats.

FLEXIBILITY AND CONTROL
(ITIRHMRK�SR�]SYV�YWI�GEWIW��]SY�QE]�RSX�[ERX�

XS�EYXSQEXI�EPP�XLI�XEWOW�MR�E�TVSGIWW�SV�[SVOƽS[��*SV�
MRWXERGI��]SY�QE]�[ERX�XS�EZSMH�EYXSQEXMSR�JSV�XEWOW�
XLEX�EVI�LMKLP]�WIRWMXMZI�SV�VIUYMVI�VIEWSR�FI]SRH�[LEX�
a machine can correlate. What you need is the ability to 
HIXIVQMRI�[LMGL�TEVXW�SV�XEWOW�[SYPH�HIPMZIV�XLI�KVIEXIWX�
FIRIƼX�MJ�]SY�EYXSQEXIH�XLIQ��[MXL�GSQTPIXI�GSRXVSP�SZIV�
what your security team continues to do. Some solutions 
HSRƅX�EPPS[�JSV�LYQER�MRXIVZIRXMSR�EX�TSMRXW�XLEX�]SY�HIƼRI��
VIUYMVMRK�]SY�XS�EYXSQEXI�WSQI�XEWOW�XLEX�]SY�JIIP�EVI� 
better handled by your team.  

LOOK FOR a solution that gives you complete control  
SZIV�[LMGL�XEWOW�XS�EYXSQEXI�[MXLMR�]SYV�[SVOƽS[W�� 
with designated decision points for input where it’s  
most critical.

PREDICTABLE COST
(SIW�XLI�ZIRHSV�GLEVKI�E�WIX�JII�TIV�[SVOƽS[�� 

SV�MW�MX�FEWIH�SR�YWEKI#�9WEKI�GER�FI�HMƾGYPX�XS�ERXMGMTEXI�
ERH�FYHKIX�JSV��EW�WSQI�ZIRHSVW�GLEVKI�TIV�YWIV��TIV�
WMXI��SV�IZIR�TIV�RYQFIV�SJ�%4-�GEPPW��*SV�IZIV]�ZIRHSV�
]SY�IZEPYEXI��MXƅW�MQTSVXERX�XS�YRHIVWXERH�LS[�QER]�
YWIVW��WMXIW��ERH�[SVOƽS[W�EVI�MRGPYHIH�MR�XLI�TVMGI�ERH�
MJ�XLIVI�EVI�ER]�SZIVEKI�JIIW�XLEX�]SY�RIIH�XS�XEOI�MRXS�
consideration as well.  

LOOK FOR�E�TVMGMRK�QSHIP�XLEX�SJJIVW�YRPMQMXIH�WIEXW��
%4-�GEPPW��ERH�WS�SR�[MXLSYX�SZIVEKI�JIIW��8LEX�[E]��]SYV�
WIGYVMX]�XIEQ�MWRƅX�HMWGSYVEKIH�JVSQ�XEOMRK�EHZERXEKI�SJ� 
EPP�XLI�FIRIƼXW�SJ�SVGLIWXVEXMSR�ERH�EYXSQEXMSR�

PACE OF INNOVATION
'ER�XLI�ZIRHSV�OIIT�TEGI�[MXL�RI[�EXXEGO�QIXLSHW��

IZSPZMRK�XLVIEX�PERHWGETIW��ERH�EHZERGIW�MR�WIGYVMX]�
XIGLRSPSK]#�8LI�TEGI�ERH�UYEPMX]�SJ�MRRSZEXMSR�GER�VIZIEP�
a great deal about the commitment of the vendor to the 
solution and to the customers of the solution. If the vendor 
MW�GSRXMRYSYWP]�VIPIEWMRK�RI[�JIEXYVIW�ERH�TVMSVMXM^MRK�
TSTYPEV�GYWXSQIV�VIUYIWXW��XLEXƅW�E�TSWMXMZI�WMKR�XLEX�MXƅPP�
continue to meet your needs in the years to come.  

LOOK FOR�E�ZIRHSV�XLEX�GER�HIWGVMFI�I\EGXP]�LS[�XLI�
TVSHYGX�XIEQ�VIGIMZIW�GYWXSQIV�VIUYIWXW�ERH�LS[�XLSWI�
VIUYIWXW�EVI�TVMSVMXM^IH�SR�XLI�TVSHYGX�VSEHQET��-J�VIPIZERX��
EWO�LS[�UYMGOP]�XLI�ZIRHSV�TPERW�XS�EHH�WYTTSVX�JSV�
integrations not currently available for your environment.

Ґ ɦ

ґ
Ғ
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04 Orchestration and  
Automation Made Easy

8S�HS�QSVI�[MXL�PIWW��EGGIPIVEXI�]SYV�WIGYVMX]�TVSGIWWIW��
ERH�EYXSQEXI�]SYV�QSWX�MQTSVXERX�YWI�GEWIW��6ETMH��
SJJIVW�E�WYMXI�SJ�WSPYXMSRW�SR�MXW�-RWMKLX�TPEXJSVQ���

6ETMH�ƅW�SVGLIWXVEXMSR�ERH�EYXSQEXMSR�WSPYXMSR� 
EGGIPIVEXIW�ERH�WXVIEQPMRIW�XMQI�MRXIRWMZI�TVSGIWWIWƂRS�
coding necessary. With 200+ plugins to connect your tools 
ERH�IEWMP]�GYWXSQM^EFPI�GSRRIGX�ERH�KS�[SVOƽS[W��]SYƅPP�
JVII�YT�]SYV�XIEQ�XS�XEGOPI�SXLIV�GLEPPIRKIW��[LMPI�WXMPP�
PIZIVEKMRK�XLIMV�I\TIVXMWI�[LIR�MXƅW�QSWX�GVMXMGEP��

6ETMH�ƅW�ZYPRIVEFMPMX]�EWWIWWQIRX�WSPYXMSR�MRGPYHIW 
FYMPX�MR�EYXSQEXMSR�[SVOƽS[W��MRGPYHMRK�EYXSQEXMSR�
EWWMWXIH�TEXGLMRK�XS�EWWMKR�ERH�XVEGO�VIQIHMEXMSR�
HYXMIW�EGVSWW�XIEQW��ERH�EYXSQEXIH�GSRXEMRQIRX�XS�
EYXSQEXMGEPP]MQTPIQIRX�XIQTSVEV]��SV�TIVQERIRX
�
GSQTIRWEXMRK�GSRXVSPW�ZME�]SYV�RIX[SVO�EGGIWW�GSRXVSP��
�2%'
�W]WXIQW��ƼVI[EPPW��ERH�IRHTSMRX�HIXIGXMSR�ERH�
VIWTSRWI��)(6
�XSSPW��

6ETMH�ƅW�XLVIEX�JSGYWIH�7-)1�WSPYXMSR�MRGPYHIW�FYMPX�MR�
EYXSQEXMSR�[SVOƽS[W�JSV�GSRXEMRQIRX��WYGL�EW�HMWEFPMRK�
YWIVW�ERH�UYEVERXMRMRK�EWWIXW�[MXL�%GXMZI�(MVIGXSV]�SV� 
3OXE��ERH�GEWI�QEREKIQIRX�JSV�WXVIEQPMRIH�MRGMHIRX�
response processes between teams. 

Top three questions to ask  
vendors before you buy 

1. How easy is it to adopt your solution? 

2. How will your solution empower our team  
to save time and resources and produce a 
measurable return on investment? 

3. Will your solution scale with my  
organization’s needs?

Proof Point:  
 

Using orchestration and automation capabilities, we’ve seen customers 
reduce average response time from 30 minutes to 5 minutes, which equates to 

approximately 83 percent of time saved per alert.
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Next steps
-J�]SYV�WIGYVMX]�XIEQ�MW�WXVYKKPMRK�XS�OIIT�YT�[MXL�HEXE��EPIVXW��W]WXIQW��ERH�VITIXMXMZI�TVSGIWWIW��MXƅW�XMQI�XS�SVGLIWXVEXI� 
ERH�EYXSQEXI��;LIR�]SY�GLSSWI�XLI�VMKLX�WSPYXMSR�JSV�]SYV�YWI�GEWIW��]SYƅPP�EGGIPIVEXI�]SYV�WIGYVMX]�STIVEXMSRW�EW�[IPP� 
EW�]SYV�XMQI�XS�ZEPYI�TPYW�JVII�YT�]SYV�WXEJJ�XS�[SVO�SR�XLI�QSWX�GVMXMGEP�MWWYIW�

8S�WII�[LEX�EYXSQEXMSR�GSYPH�PSSO�PMOI�MR�]SYV�IRZMVSRQIRX��ZMWMX�rapid7.com/try/automation to start a free trial  
SV�GSRXEGX�SYV�XIEQ�XS�VIUYIWX�E�HIQS�
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About Rapid7
6ETMH���2EWHEU��64(
�MW�EHZERGMRK�WIGYVMX]�[MXL�ZMWMFMPMX]��EREP]XMGW��ERH�EYXSQEXMSR�HIPMZIVIH�XLVSYKL�SYV�-RWMKLX�GPSYH��
3YV�WSPYXMSRW�WMQTPMJ]�XLI�GSQTPI\��EPPS[MRK�WIGYVMX]�XIEQW�XS�[SVO�QSVI�IJJIGXMZIP]�[MXL�-8�ERH�HIZIPSTQIRX�XS�VIHYGI�
ZYPRIVEFMPMXMIW��QSRMXSV�JSV�QEPMGMSYW�FILEZMSV��MRZIWXMKEXI�ERH�WLYX�HS[R�EXXEGOW��ERH�EYXSQEXI�VSYXMRI�XEWOW��'YWXSQIVW�
EVSYRH�XLI�KPSFI�VIP]�SR�6ETMH��XIGLRSPSK]��WIVZMGIW��ERH�VIWIEVGL�XS�MQTVSZI�WIGYVMX]�SYXGSQIW�ERH�WIGYVIP]�EHZERGI�XLIMV�
SVKERM^EXMSRW��*SV�QSVI�MRJSVQEXMSR��ZMWMX�SYV�website��GLIGO�SYX�SYV�blog��SV�JSPPS[�YW�SR�Twitter. 

To learn more about Rapid7 or  
get involved in our threat research, 

visit www.rapid7.com. 


