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Time for a new perspective

A decade ago, most enterprises could get away with  
addressing vulnerabilities in silos. One team would  
scan servers and desktop computers on the enterprise  
RIX[SVO��PSSOMRK�JSV�QMWGSRƼKYVEXMSRW�MR�W]WXIQW�ERH� 
vulnerabilities in commercial software applications.  
When problems were discovered, they were thrown over 
the wall for system administrators and operations groups 
XS�Ƽ\��%TTPMGEXMSR�HIZIPSTIVW�[IVI�VIWTSRWMFPI�JSV�TSPMGMRK�
internally-developed applications. Other specialists worried 
about the susceptibility of employees to social engineering 
attacks. Rarely was anyone responsible for analyzing how 
HMJJIVIRX�X]TIW�SJ�ZYPRIVEFMPMXMIW�QMKLX�MRXIVEGX�XS�I\TSWI�
critical data and intellectual property.

8LEX�ZMWMSR�SJ�ZYPRIVEFMPMX]�QEREKIQIRX�MW�XSS�MRIƾGMIRX�
ERH�I\TIRWMZI�JSV�XSHE]ƅW�IRXIVTVMWI��'SQTYXMRK�IRZMVSR-
QIRXW�EVI�JEV�QSVI�GSQTPI\��-8�ERH�WIGYVMX]�KVSYTW�QYWX�
QSRMXSV�E�QYGL�PEVKIV�EXXEGO�WYVJEGI��-RJVEWXVYGXYVIW�
and applications can change on a daily, even hourly basis. 
']FIVGVMQMREPW�ERH�LEGOIVW�LEZI�PIEVRIH�LS[�XS�I\TPSMX�
chains of weaknesses in systems, applications, and people. 
Traditional vulnerability management tools and practices 
are too limited, too siloed, and too slow to keep up with  
these challenges.

Security organizations must 
rethink their vulnerability 
management programs to 

monitor dynamic computing 
environments, respond in 

minutes, and address weaknesses 
in people as well as technology.

Toward a modern vulnerability  
management program

Security organizations must rethink their vulnerability  
QEREKIQIRX�TVSKVEQW��8LI]�RIIH�XS�QSRMXSV�GSQTPI\�� 
dynamic computing environments, and respond in minutes 
SV�LSYVW�[LIR�MWWYIW�EVI�HMWGSZIVIHŻƂŻRSX�HE]W�SV�[IIOW��
They need to address weaknesses in people as well as  
technology. Also, security professionals must be able to 
think like attackers in order to understand which vulnerabili-
ties pose the greatest risks to the enterprise.

-R�XLMW�[LMXITETIV��[I�[MPP�I\TPSVI�LS[�IRXIVTVMWIW�GER�
address these challenges and evolve toward a modern 
vulnerability management program using shared visibility, 
EREP]XMGW��ERH�EYXSQEXMSRŻƂŻTVMRGMTPIW�GSVI�XS�XLI� 
practice of SecOps. 

We will discuss how they can:

• Enhance traditional network vulnerability assessment 
to handle more complex computing infrastructures

• Achieve complete ecosystem visibility 

• Strengthen their ability to test complex, rapidly  
changing web applications

• Increase resilience to phishing and other social  
engineering attacks 

• Use penetration testing to assess overall risk  
and better prioritize remediation efforts

Introduction: 
The Traditional Vision of Vulnerability 
Management Is Outdated
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2IX[SVO�ZYPRIVEFMPMX]�EWWIWWQIRX�MW�GLERKMRK��-X�MW�XMQI�XS�XLMRO�EFSYX�GSQTPIXI�IGSW]WXIQ�ZMWMFMPMX]�

-X�MW�RS�PSRKIV�IRSYKL�XS�WGER�XLI�GSVTSVEXI�RIX[SVO�UYEVXIVP]�SV�QSRXLP]�JSV�ZYPRIVEFMPMXMIW�SR�WIVZIVW�ERH�HIWOXSTW��7IGYVMX]�
teams must be able to monitor the entire attack surface, including cloud platforms and virtualized and containerized environ-
ments. Even more, they need to cope with the dynamic nature of these environments, where new instances of applications and 
WIVZMGIW�GER�FI�WTYR�YT�SR�ZMVXYEP�QEGLMRIW�EX�E�QSQIRXƅW�RSXMGI��

Operational issues are part of the picture, too. Because teams need to monitor more data on more types of endpoints and 
TPEXJSVQW��XLI]�LEZI�XS�QMRMQM^I�XLI�RYQFIV�SJ�RI[�IRHTSMRX�EKIRXW�ERH�EWWIWWQIRX�XSSPW��-J�HMJJIVIRX�XSSPW�EVI�YWIH�JSV�IEGL�
GSQTYXMRK�TPEXJSVQ��MX�FIGSQIW�HMƾGYPX�XS�WLEVI�HEXE�ERH�EGLMIZI�ƈWMRKPI�TERI�SJ�KPEWWƉ�ZMWMFMPMX]��*MREPP]��SVKERM^EXMSRW�RIIH�XS�
IRWYVI�XLEX�ZYPRIVEFMPMXMIW��SRGI�HIXIGXIH��GER�FI�VIQIHMEXIH�UYMGOP]��FIJSVI�XLI]�GER�FI�I\TPSMXIH�F]�EXXEGOIVW�

Complete ecosystem visibility

3RI�SJ�XLI�OI]�TVMRGMTPIW�JSV�E�QSHIVR�ZYPRIVEFMPMX]�QEREKIQIRX�TVSKVEQ�ERH�XLI�SZIVEVGLMRK�TVEGXMGI�SJ�7IG3TW�MW�ƈGSQTPIXI�
IGSW]WXIQ�ZMWMFMPMX]�Ɖ�8LEX�QIERW�MRXIKVEXMRK�ZYPRIVEFMPMX]�EWWIWWQIRX�WGERRMRK�WSPYXMSRW�[MXL�ZMVXYEP�WIVZMGIW�PMOI�:1;EVI��
ERH�[MXL�-RJVEWXVYGXYVI�EW�E�7IVZMGI��-EE7�TPEXJSVQW�WYGL�EW�%;7�ERH�%^YVI��;L]#

This integration enables the organization to obtain immediate insight into risks created by changes in the computing infrastruc-
XYVI��*SV�I\EQTPI��MR�ZMVXYEP�IRZMVSRQIRXW��E�ZYPRIVEFMPMX]�EWWIWWQIRX�EKIRX�GER�FI�IQFIHHIH�MR�XLI�MQEKIW�SJ�]SYV�MRWXERGIW��
That way, every time a new component of the service is spun up, it can be scanned for vulnerabilities. This eliminates the window 
SJ�I\TSWYVI�XLEX�[SYPH�SXLIV�[MWI�PEWX�YRXMP�XLI�ZYPRIVEFMPMX]�[EW�HIXIGXIH�MR�XLI�RI\X�WGLIHYPIH�WGER�

“Complete ecosystem visibility” involves integrating vulnerability assessment 
scanning solutions with virtual services, as well as IaaS platforms and other  

cloud environments.

'PSYH�IRZMVSRQIRXW�TSWI�E�WTIGMEP�GLEPPIRKI��FIGEYWI�WIGYVMX]�SVKERM^EXMSRW�SJXIR�EVIRƅX�MRJSVQIH�[LIR�RI[�MRJVEWXVYGXYVI�
MW�HITPS]IH�SR�-EE7�TPEXJSVQW��:YPRIVEFMPMX]�EWWIWWQIRX�XSSPW�GER�FI�MRXIKVEXIH�[MXL�%;7��%^YVI��ERH�SXLIV�GPSYH�TPEXJSVQW�XS�
detect when new devices are deployed and automatically assess them. They can also ensure that golden images are hardened 
before deployment. For additional visibility, agents can be embedded in these images just as with virtual machines.

Enhancing Network  
Vulnerability Assessment
Enterprises today need to step up their game
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7MQTPMƼIH�EWWIWWQIRX

Security teams should be able to monitor more types of 
data on more types of endpoints without multiplying the 
number of agents and assessment solutions they use. 

However, many devices have limited connectivity to  
the corporate network. Several are too sensitive to be 
WGERRIH�F]�XVEHMXMSREP�EWWIWWQIRX�QIXLSHW��SV�VIUYMVI� 
credentials that security may be hesitant to broadcast  
widely. But there is a solution: modern agents that can  
safely assess these devices, and send data back securely  
to a central vulnerability assessment tool. 

%�ƈYRMZIVWEP�EKIRXƉ�GER�QEOI�XLMW�ETTVSEGL�IZIR�QSVI� 
scalable and sustainable by collecting a wide range of  
data from systems, endpoints, and virtual machines,  
and by sharing the results with multiple vulnerability  
assessment solutions. 

Integrating scanning tools  
with internal ticketing systems 

automates the handoff of 
vulnerability tasks to the IT 

operations team, giving them 
access to more data, faster, with 
less chance of losing information.

%YXSQEXMRK�VIQIHMEXMSR�[SVOƽS[W

The third key to agile vulnerability assessment is the auto-
QEXMSR�SJ�VIQIHMEXMSR�[SVOƽS[W��-RXIKVEXMRK�WGERRMRK� 
tools with internal ticketing systems automates the handoff 
SJ�ZYPRIVEFMPMX]�HEXE�ERH�XEWOW�XS�XLI�-8�STIVEXMSRW�XIEQ��
This automated handoff gives operations teams access to 
more data, faster, with less chance of crucial information 
FIMRK�PSWX��-X�IREFPIW�XLIQ�XS�TEXGL�W]WXIQW�ERH�Ƽ\� 
QMWGSRƼKYVEXMSRW�UYMGOP]�ERH�EGGYVEXIP]��

When members of the security team have visibility into 
vulnerability-related issues in the ticketing system, they can 
XVEGO�TVSKVIWW��ƽEK�HIPE]W�MR�GVMXMGEP�VIQIHMEXMSR�XEWOW��ERH�
provide additional support to the operations team. Security 
analysts can move beyond the stage of merely hoping for 
TVSQTX�Ƽ\IW��8LMW�MW�XLI�practice of SecOps in action.

When it makes sense, remediation can be even further 
automated by integrating vulnerability assessment products 
[MXL�ER�SVGLIWXVEXMSR�XSSP��*SV�I\EQTPI��WIGYVMX]�XIEQW� 
can create and apply patches in concert with operations 
teams. Some organizations may choose to go even  
farther, allowing security teams to auto-patch systems  
by themselves, while being monitored and supported by  
the operations team. 

Enterprises should automate as much of their remediation 
cycle as makes sense for their business. This not only  
shortens remediation cycles, but also helps security and 
STIVEXMSRW�XIEQW�[SVO�XSKIXLIV�LEVQSRMSYWP]�ŻKMZMRK� 
them more time to focus on strategic tasks.

How can Rapid7 help you step up  
your network vuln assessment?

Our accompanying solution guide has the answers  
�ERH�QSVI�
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Most organizations are familiar with traditional dynamic  
ETTPMGEXMSR�WIGYVMX]�XIWXMRK��(%78�XSSPW��[LMGL�[IVI�SVMK-
inally designed to detect weaknesses in web applications 
built with older technologies like HTML, PHP, and Perl. The 
application scanners built into many vulnerability assess-
ment tools are also optimized for this class of application. 

&YX�XLIWI�PIKEG]�XSSPW�EVI�JVIUYIRXP]�YREFPI�XS�IJJIGXMZIP]�
test rich web applications built with HTML5, Action  
1IWWEKI�*SVQEX��%1*��7MRKPI�4EKI�%TTPMGEXMSR��74%�
frameworks and libraries, and toolkits, services, and 
TVSXSGSPW�WYGL�EW�.732��6)78��+;8��73%4�ERH�<10�64'��
Typically, the tools cannot systematically assess the back 
IRHW�ERH�%4-W�SJ�XLIWI�ETTPMGEXMSRW��8LI]�EPWS�LEZI�XVSYFPI�
coping with custom parameters and non-traditional  
authentication processes. Often, they cannot crawl through 
QYPXM�WXIT�[SVOƽS[W�WYGL�EW�WLSTTMRK�GEVX�WIUYIRGIW�

Long story short, these limitations mean that attackers  
GER�ƼRH�[E]W�MRXS�XLI�FEGO�IRH�SJ��QSHIVR�[IF�ETTPMGE-
tions, and often to the types of protected personal  
information and intellectual property that is most  
critical to the enterprise.

Understanding modern web applications

A modern vulnerability management program needs tools 
XLEX�GER�EHHVIWW�XLIWI�MWWYIW��*SV�I\EQTPI��EHZERGIH�
(%78�WSPYXMSRW�EVI�EZEMPEFPI�XLEX�IQTPS]�E�ƈYRMZIVWEP� 
XVERWPEXSVƉ�XS�ƈYRHIVWXERHƉ�ERH�XIWX�ETTPMGEXMSRW�[MXL� 
WSTLMWXMGEXIH�MRXIVJEGIW��%4-W��ERH�TVSXSGSPW��8LI]�GER�
handle custom parameters and advanced authentication 
processes, and automatically detect vulnerabilities in  
GSQTPI\�ETTPMGEXMSR�[SVOƽS[W�PMOI�WLSTTMRK�GEVXW�

The risk of continuous  
application deployment

Security groups are often hard-pressed to keep pace with 
the speed of change of production applications brought 
EFSYX�F]�XIGLRMUYIW�WYGL�EW�EKMPI�HIZIPSTQIRX��GSRXMRYSYW�
MRXIKVEXMSR��'-��GSRXMRYSYW�HIPMZIV]��'(��(IZ3TW��ERH� 
containers. These allow software development organiza-
tions to respond much faster to customer and business 
needs; new application code can be put into production  
on a weekly, daily, hourly, or even minute-by-minute basis.

Unfortunately, security is often left behind when application 
code moves swiftly from development, to staging, and into 
TVSHYGXMSR��2I[�GSHI�GER�FI�I\TSWIH�XS�SYXWMHIVW�SR�XLI�
-RXIVRIX�JSV�HE]W�SV�[IIOW�[MXLSYX�FIMRK�WGERRIH�JSV� 
ZYPRIVEFMPMXMIW�ERH�GSHMRK�IVVSVWŻƂŻXLMW�STIRW�XLI�[E]� 
for costly data breaches.

-R�JEGX��WIGYVMX]�XIEQW�QE]�RSX�IZIR�FI�E[EVI�XLEX�QSHMƼIH�
code has been deployed on cloud platforms and in contain-
erized and virtualized environments.

Toward DevSecOps

One way to address these challenges is to work toward  
E�(IZ7IG3TW�ETTVSEGL��8LI�GSRGITX�MW�XS�EHSTX�XSSPW� 
and processes that allow software developers, security 
staff, and the operations people who manage application  
deployment to work together and integrate security into 
IZIV]�TLEWI�SJ�XLI�WSJX[EVI�HIZIPSTQIRX�PMJIG]GPI��7(0'�

Addressing Web Application 
Vulnerabilities
Rich web applications can be an Achilles heel
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Toward this goal, vulnerability assessment can be integrat-
IH�MRXS�XLI�7(0'�XS�GSZIV�HIZIPSTQIRX��XIWXMRK��ERH�WXEKMRK�
environments as well as production systems. Vulnerability 
assessment agents can be embedded in the images of 
instances in virtual environments, so every virtual machine 
GER�FI�EWWIWWIH�JSV�ZYPRIVEFMPMXMIW�ERH�QMWGSRƼKYVEXMSRW�
as soon as it is spun up. Vulnerability assessment tools can 
be integrated with container registries, so images can be 
assessed before they are deployed.

Vulnerability assessment can 
be integrated into the software 
development lifecycle to cover 

development, testing, and 
staging environments as well  

as production systems.

-R�EHHMXMSR��EYXSQEXMSR�GER�FI�ETTPMIH�XS�'-�ERH�'(� 
TVSGIWWIW��*SV�I\EQTPI��GSRXMRYSYW�MRXIKVEXMSR�XSSPW� 
GER�FI�GSRƼKYVIH�XS�OMGO�SJJ�EYXSQEXIH�XEWOW�MR�XLI� 
FYMPH�TMTIPMRI��8LI�'-�XSSP�GER�GEPP�XLI�%4-�SJ�E�ZYPRIVEFMPMX]�
EWWIWWQIRX�SV�(%78�TVSHYGX�ERH�GEYWI�MX�XS�GLIGO�JSV�
vulnerabilities in the application code, down to the level  
of containers and virtual machines. 

8LMW�7(0'�[MHI�ETTVSEGL�XS�WIGYVMRK�WSJX[EVI�IRWYVIW�
that vulnerabilities are detected before an application build 
MW�TVSQSXIH�XS�XLI�RI\X�PIZIP�SV�TYX�MRXS�TVSHYGXMSR��8LEX�
includes vulnerabilities to application-level threats such  
EW�750�MRNIGXMSR��<77��GVSWW�WMXI�WGVMTXMRK��ERH�'76*�
�GVSWW�WMXI�VIUYIWX�JSVKIV]�EXXEGOW��EW�[IPP�EW�37��[IF�
server, and container vulnerabilities. 

When issues are discovered in the coding or testing phases 
of the software development lifecycle, they can be sent to a 
ticketing and incident tracking system for immediate resolu-
tion by the application development team.

8LIWI�[SVOƽS[W�QMKLX�VIUYMVI�WSQI�MRZIWXQIRX�YT�JVSRX��
but the long-run result is the unmatched agility that comes 
[MXL�(IZ7IG3TW�

-RGPYHMRK�ZYPRIVEFMPMX]�EWWIWWQIRX�MR�(IZ7IG3TW� 
processes will:

• Reduce risk, by eliminating vulnerabilities before  
new code is exposed to attackers.

• Cut costs, by identifying security “defects” early  
in the software development lifecycle, when they  
EVI�IEWMIV�ERH�PIWW�I\TIRWMZI�XS�Ƽ\�

• Speed up the release of secure new features and  
applications by making security an integral part of  
the development process, rather than a hurdle to  
overcome at the end. 

Wondering how Rapid7 helps you  
graduate to the application layer  
of your VM program?

Our accompanying solution guide,  
Modern Vulnerability Management with Rapid7,  
can help.
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%GGSVHMRK�XS�E�WYVZI]�F]�XLI�7%27�-RWXMXYXI��TLMWLMRK�
EXXEGOW�[IVI�SFWIVZIH�MR�QSVI�IRXIVTVMWIW����	�XLER�ER]�
other type of cyberthreat, including spyware, ransomware, 
8VSNERW��750�MRNIGXMSR�EXXEGOW��ERH�((37�EXXEGOW��7%27�
-RWXMXYXI������8LVIEX�0ERHWGETI�7YVZI]��%�VIGIRX�TSPP�
of security professionals found that phishing and social 
engineering attacks are the number one concern of security 
TVSJIWWMSREPW�������&PEGO�,EX�'SRJIVIRGI�%XXIRHII�7YVZI]�

8LEXƅW�[L]�QSHIVR�ZYPRIVEFMPMX]�QEREKIQIRX�TVSKVEQW�
must include activities that increase resilience to phishing 
ERH�SXLIV�WSGMEP�IRKMRIIVMRK�EXXEGOW��ERH�XLEX�EPPS[�-8� 
SVKERM^EXMSRW�XS�VIWTSRH�UYMGOP]�[LIR�WYGL�EXXEGOW� 
are reported.

8LI�FIRIƼXW�SJ�E�TLMWLMRK� 
awareness program

A phishing awareness program can reduce the success rate 
of phishing emails by educating employees on why phishing 
is harmful, training them on how to detect and report phish-
ing attempts, and reinforcing the training through phishing 
WMQYPEXMSRW��-X�GER�EPWS�IREFPI�IRXIVTVMWIW�XS�MHIRXMJ]�ERH�
block attacks faster, by making it easier for employees to 
recognize and report phishing attempts.

Phishing simulations provide data that can help security 
XIEQW�UYERXMJ]�VMWOW�ERH�MHIRXMJ]�ERH�VIQIHMEXI�[IEORIWW-
es. The data offers insights into groups and individuals 
most vulnerable to phishing or social engineering, provides 
direction as to the kinds of attacks that are most likely to 
succeed, and suggests investments in people, processes, 
and technology that can improve security.

Protecting Employees  
and Mitigating User Risk
Don’t let employees be the weak link

Phishing simulations can help 
security teams identify and 

remediate weaknesses.  
The data offers insights into  
the most vulnerable groups  
and individuals, the kinds of 

attacks most likely to succeed,  
and investments that can 

improve security.

(IJIRWIW�EKEMRWX�WSGMEP�IRKMRIIVMRK�ERH�TLMWLMRK�WLSYPH�RSX� 
be treated in isolation from other aspects of vulnerability 
management. Most social engineering and phishing attempts 
are simply the opening moves of multi-stage attacks that 
span additional activities. These often include implanting 
QEP[EVI�SR�IRHTSMRXW��EGUYMVMRK�IPIZEXIH�GVIHIRXMEPW��
PSGEXMRK�XEVKIXW�SR�XLI�RIX[SVO��ERH�I\ƼPXVEXMRK�MRJSVQEXMSR��
To understand which vulnerabilities are most critical, the 
organization must have the birds-eye view of SecOps to  
see vulns of all types and how they relate to one another.
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Mitigating user risk with incident  
detection and response

-RGMHIRX�HIXIGXMSR�ERH�VIWTSRWI�XIGLRSPSKMIW�GER�MHIRXMJ]�
ERH�VIHYGI�XLI�VMWO�SJ�EXXEGOW�SR�YWIVW��*SV�I\EQTPI��YWIV�
FILEZMSV�EREP]XMGW��9&%�ERH�WIGYVMX]�EREP]XMGW�TVSHYGXW�
monitor user behaviors and detect anomalies indicative of 
EGXMZI�GSQTVSQMWI��*IIHMRK�ZYPRIVEFMPMX]�GSRXI\X�XS�XLIWI�
tools enables them to more thoroughly investigate and 
prioritize incidents.

-RJSVQEXMSR�GER�EPWS�ƽS[�XLI�SXLIV�[E]��%REP]XMGW�XSSPW�GER�
identify groups that handle critical assets and individuals 
with compromised credentials, so these can take priority 
when assessing and remediating vulnerabilities.

Our solutions are built to help you  
address the challenges outlined in  
this whitepaper.

Learn more in our accompanying solution guide,  
Modern Vulnerability Management with Rapid7.
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A key characteristic of a successful vulnerability manage-
ment program is the ability to prioritize vulnerabilities  
correctly, so remediation efforts can focus on the  
highest-risk issues. This is particularly important today, 
when the high volume of vulnerabilities detected can be 
�ERH�SJXIR�MW�SZIV[LIPQMRK�

'SQQSR�:YPRIVEFMPMX]�7GSVMRK�7]WXIQ��':77�VEXMRKW� 
GER�FI�YWIJYP�MR�WSQI�GSRXI\XW��FYX�XLI]�EVI�IWWIRXMEPP]�
generalizations of potential severity across a wide range  
of industries and company types. They do not take account 
SJ�XLI�FYWMRIWW�GSRXI\X�MR�MRHMZMHYEP�MRHYWXVMIW��QYGL�PIWW�
individual enterprises. 

A modern vulnerability management program must  
WYTTPIQIRX�XLMVH�TEVX]�VEXMRK�W]WXIQW�PMOI�':77�[MXL� 
X[S�XIGLRMUYIW��

1. A risk scoring system customized for the  
FYWMRIWW�GSRXI\X�SJ�XLI�WTIGMƼG�IRXIVTVMWI�

2. Penetration testing to validate the risk scores 
based on real-world conditions and existing  
compensating controls. 

Risk scoring based on potential impact  
and likelihood of exploit

Advanced vulnerability assessment tools include a capabili-
ty to model the real risk of vulnerabilities based on a variety 
of factors related to the potential impact of a vulnerability on 
E�WTIGMƼG�IRXIVTVMWI��ERH�XLI�PMOIPMLSSH�SJ�MX�FIMRK�I\TPSMXIH�

Potential impact depends on factors such as the prevalence 
of the vulnerability in the enterprise, the value of the infor-
mation assets and systems being protected, and the poten-
tial impact of interrupted service on business operations.

8LI�PMOIPMLSSH�SJ�E�ZYPRIVEFMPMX]�FIMRK�I\TPSMXIH�MW�PMROIH� 
to factors such as the accessibility of the vulnerability to  
EXXEGOIVW��XLI�EZEMPEFMPMX]�SJ�I\TPSMX�QSHYPIW�ERH�QEP[EVI�
OMXW�XEMPSVIH�JSV�XLI�ZYPRIVEFMPMX]��ERH�XLI�WOMPP�VIUYMVIH�XS�
I\TPSMX�XLI�ZYPRIVEFMPMX]�

These factors can be weighed and combined to create 
WGSVIW�XLEX�VIƽIGX�XLI�VIEP�VMWO�SJ�IEGL�ZYPRIVEFMPMX]�JSV� 
E�WTIGMƼG�IRXIVTVMWI�QYGL�QSVI�EGGYVEXIP]�XLER�KIRIVMG�
severity rating systems.

Penetration testing to assess overall risk

Penetration testing, or pen testing, is often treated as a 
standalone activity, performed by a group of specialists  
[LS�HSRƅX�RIIH�XS�MRXIVEGX�[MXL�XLI�VIWX�SJ�XLI�-8�SVKERM^E-
tion. But there is a strong argument to be made that pen 
testing should be coordinated with other elements of a 
modern vulnerability management program. 

Assessing Overall Risk: Vulnerability 
Modeling and Penetration Testing
Severity scores and real risks
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Here’s our case.
4IR�XIWXMRK�GER�MHIRXMJ]�ZYPRIVEFMPMXMIW�XLEX�ETTIEV�XS�FI�WIZIVI��FYX�TSWI�VIPEXMZIP]�PMXXPI�VMWO�XS�XLI�SVKERM^EXMSR��-X�GER�TMR-
TSMRX�SXLIVW�XLEX�QMKLX�WIIQ�MRRSGYSYW�SR�XLIMV�S[R��FYX�XLEX�GER�FI�I\TPSMXIH�MR�WIUYIRGI�XS�VIEGL�ER�EXXEGOIVƅW�XEVKIX��*SV�
I\EQTPI��E�TIR�XIWXIV�QMKLX�ƼRH�XLEX�SRI�ZYPRIVEFMPMX]�[MXL�E�LMKL�':77�WIZIVMX]�WGSVI�SRP]�EJJIGXW�E�JI[�IRHTSMRXW�XLEX�LEZI�RS�
EGGIWW�XS�GIRXVEP�HEXEFEWIW��[LMPI�ERSXLIV�ZYPRIVEFMPMX]�[MXL�E�PS[IV�WGSVI�GSYPH�FI�I\TPSMXIH�F]�G]FIVGVMQMREPW�XS�EGGIWW�OI]�
MRXIPPIGXYEP�TVSTIVX]��1SVISZIV��XLI�ƼVWX�ZYPRIVEFMPMX]�QMKLX�VIUYMVI�I\XIRWMZI�WOMPPW�XS�I\TPSMX��[LMPI�XLI�WIGSRH�GER�FI�PIZIVEKIH�
F]�E�PIWW�I\TIVMIRGIH�LEGOIV�[MXL�E�OMX�

,IRGI��TIR�XIWXMRK�WLSYPH�FI�XVIEXIH�EW�E�GSVI�TEVX�SJ�XLI�QSHIVR�ZYPRIVEFMPMX]�QEREKIQIRX�TVSKVEQ��-RJSVQEXMSR�JVSQ�
network scans, application tests, phishing simulations, and other sources of vulnerability information should be shared with 
testers, who can then use that information to perform tests that assess the actual risk to the organization posed by each type of 
vulnerability.

Also, the results of the pen tests must be analyzed and disseminated to the groups that prioritize and remediate vulnerabilities in 
XLI�WLSVX�XIVQŻ��ERH�XS�XLI�QEREKIVW�[LS�QEOI�HIGMWMSRW�EFSYX�LS[�XS�WXVIRKXLIR�G]FIVWIGYVMX]�HIJIRWIW�SZIV�XLI�PSRK�XIVQ��
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With a modern vulnerability management program formed 
through the SecOps mindset, organizations can:

• Step up their game with network scanning to include 
GSQTPIXI�IGSW]WXIQ�ZMWMFMPMX]��WMQTPMƼIH�EWWIWWQIRX��
ERH�EYXSQEXIH�VIQIHMEXMSR�[SVOƽS[W�

• Better address web application vulnerabilities by 
analyzing more complex applications and by adopting 
DevSecOps practices to keep up with applications that 
can change daily or hourly.

• Increase resilience to phishing and other social  
engineering and attacks through education and  
simulations, and mitigate user risks by linking  
incident detection and response capabilities with  
vulnerability management.

• Assess overall risk using customized risk scoring  
and pen testing to prioritize vulnerabilities based  
SR�XLIMV�VIEP�VMWO�XS�XLI�WTIGMƼG�IRXIVTVMWI�

)ZSPZMRK�XS[EVH�WYGL�E�TVSKVEQ�VIUYMVIW�XLMROMRK�XLVSYKL�
XLI�ZEPYI�SJ�IEGL�EVIE�ERH�ƼRHMRK�STTSVXYRMXMIW�XS�MRXIKVEXI�
the different areas.

But the rewards are dramatic, giving security groups  
the ability to:

• Monitor today’s vastly expanded attack surface. 

• Keep up with quickly changing infrastructure  
and applications.

• Work collaboratively with IT operations and  
application development groups to identify and  
remediate vulnerabilities of all kinds, faster.

• Reduce the ability of attackers to exploit the largest 
attack vector in most organizations: the users.

• Accurately determine which vulnerabilities pose the 
greatest risk to the enterprise, to make best use of 
remediate resources in the short term, and to focus  
on the most effective defenses in over the long term.

Conclusion

,S[�HSIW�6ETMH��ƼX�MR�XLI�TMGXYVI#�

;IƅZI�TYX�XSKIXLIV�E�WSPYXMSR�KYMHI�� 
1SHIVR�:YPRIVEFMPMX]�1EREKIQIRX�[MXL�6ETMH�,  
to help you build out the foundational pillars of  
a modern vulnerability management program.

To learn more about how to evolve your vulnerability 
management program, visit www.rapid7.com/vm.
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About Rapid7
6ETMH���2EWHEU��64(�MW�EHZERGMRK�WIGYVMX]�[MXL�ZMWMFMPMX]��EREP]XMGW��ERH�EYXSQEXMSR�HIPMZIVIH�XLVSYKL�SYV�-RWMKLX�GPSYH��3YV�
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tions. For more information, visit our website, check out our blog, or follow us on Twitter.
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