
Attackers can easiĄ� defeat signat~re»based AV tooĄs 
that reĄ� on checking a fiĄe®s hash against a kno�n 
database of maĄ�are hashes« 

Sometimes a maĄicio~sĄ�»formatted doc~ment is ~sed 
to e�pĄoit �~ĄnerabiĄities in the opening appĄication to 
achie�e code e�ec~tion¨ and Ąegac� AV cannot detect 
s~ch b� rep~tation«  

In the Ąast fe� �ears attackers ha�e reaĄised that 
traditionaĄ AV soĄ~tions ha�e a gaping bĄindspotª 
maĄicio~s processes can be e�ec~ted in»memor� 
�itho~t dropping teĄĄtaĄe fiĄes for AV scanners to find« 

MaĄicio~s actors can hide their acti�ities from 
inspection b� ens~ring¨ j~st Ąike reg~Ąar �ebsites¨ that 
traffic bet�een the �ictim and the attacker®s 
command»and»controĄ ÁCßÂ ser�er is protected b� end» 
to»end encr�ption« 

Toda�¨ ad�ersaries ha�e access to nation grade 
hacking tooĄs« To face s~ch capabiĄities¨ �o~r team 
needs to incĄ~de a technoĄog� that �as b~iĄt to do so¨ 
~nĄike Ąegac� AV that is reĄ�ing on prior kno�Ąedge to 
sign and detect ne� maĄ�are« 

A~tonomo~s Endpoint Protection That Sa�es Yo~ Time 

Read more on the SentineĄOne BĄog
The SentinelOne Endpoint Protection Platform unifies 
prevention, detection, and response in a single purpose-built 
agent powered b\ machine learning and automation. It provides 
prevention and detection of attacks across all major vectors, 
rapid elimination of threats with full\ automated, polic\-driven 
response capabilities, and complete visibilit\ into the endpoint 
environment with full-conte[t, real-time forensics.


